White Paper

Enterprise Architecture in the Generative Al era:
Gaining a competitive
advantage through
data and cognition

At its simplest, Enterprise Architecture (EA) is the roadmap of
how business, applications, data, and technologies within an
organization interact with each other and provide end value.



Enterprise architecture has faded somewhat in visibility among corporate
initiatives over the past few years, with some new approaches emerging, such
as Evolutionary Architecture. However, it will make a significant comeback
with the advent of generative Al.

The tools recently released by OpenAl have accelerated the ability to develop
custom GPTs and cognitive agents so that connections between business and
applications have taken a new direction. Google’s Gemini release may finally
trigger a new multi-modal data approach for enterprises and how they handle
their information. The pace is only accelerating into 2024.

In this paper, you will find out:

Page 02 Why knowledge and cognition paradigms will drive
innovation

Page 04 What a typical Enterprise Architecture (EA) looks like

Page 05 How knowledge and cognition intersect with EA

Page 11 What competitive advantages exist when the cost of

knowledge and cognition is near zero
Page 14 How to turn EA into a competitive advantage

Page 19 How to advance with knowledge and cognition

Each of the topics will be explored against four types of businesses characterized by their
level of reliance on data (knowledge) and cognition (logic). The focus is on how each type
of business can advance by leveraging the power of data, cognitive design, and generative
Al to best align business processes, information flows, technologies, and workforce,
creating long-term value and building resilience to disruption.
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Why Knowledg
Cognition paradi
will drive innovation
going forward

Knowledge and cognition have become
two new variables for enterprises to
consider as they lay out their business
functions. Each sit across a spectrum
within each generative or foundational
Al model and within the business itself.
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Consider knowledge to be a form of
essential data. It is the body of facts that
support logic within a foundational model,
and it is also the body of information that
sits within an organization.

At the most simplistic end of the spectrum is the
database - pure data but no interpretive logic. At the
other end is highly structured data, which, when
organized, gives it an elevated sense of value. It is the
overlay of cognition that adds value to this data.
Search engines, for example, boost the value of data
by adding limited logic (pre-sort) to help find relevant
information. This, however, is only an enhancement of
retrieval while parsing information is what leads us into
the cognitive space.

Consider cognition as the embedded logic within each
foundational model. It is here that Large Language
Models (LLMs) have made major steps forward by
creating the cognitive leaps of interpreting the data
underneath them. Excellent cognition can exist without
complete data in situations where it has “extracted” the
logic from data. Think of ancient Plato. A philosopher
who is hugely logical, has a high capacity for reasoning,
and would very likely be able to provide philosophical
insights about modern-day problems, even without the
knowledge of how digital technologies work. Plato is an
example of a high-cognition person, even if they don't
have all the data in the world.




lllustrating Enterprise
Architecture

Before diving deeper into how knowledge and cognition affect EA, let’s look at an
example of a typical enterprise architecture. EAs have traditionally been segmented
into business, application, data, and technology functions:

The Enterprise Architecture

Business » Defines the organization’s strategic goals, objectives, processes, and governance structures.
» Aligns business strategy with technology capabilities.

o Ensures that the enterprise operates efficiently and effectively to achieve its objectives.

Applications Data
 Encompass the design, development, e How your data is connected to each of the
deployment, and management of software applications and which technology is critical.

applications within an organization.
o The structure, storage, management, and

« Consists of the application technologies, governance of an organization’s data assets.
integration approaches, and overall
application portfolio management to support + Data modeling, dictionaries, and integration
business processes. strategies to ensure data quality, security,

and accessibility.

Technology o The infrastructure that supports the applications and the data.

e The hardware, software, networking, and infrastructure components that underpin an
organization’s IT environment.

o The technology standards, architectures, and strategies that support the delivery of IT
services and meet business requirements.
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EA through the lens
of knowledge and
cognition

Since the costs of knowledge (search)
and cognition (LLMs) are approaching
zero, the competitive advantage to
companies will be how well they

execute their vision.

Let’s explore the impact of enterprise architect

terms of business, applications, data, and tec
depending on a company’s position in the “
cognition” coordinate system. -
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Both axes span from “low” to “high,” indicating the value companies derive from knowledge
and cognition. Our exploration will consider enterprises across various industries.

What quadrant represents your business?
Importance of knowledge and cognition to various industries

Knowledge value Cognition value
to the enterprise to the enterprise
(“Data”)
Quadrant 2 Quadrant 1
e Law Firms * Major Technology Companies

e Publishing & Media
Companies

High » Medical Device Innovations

+ Knowledge Consulting Firms

Al-centered Organizations

¢ Life Science Innovation
¢ Life Science Data Providers
Telecom Innovation / core

e Telecom Compliance /
Technical providers

Quadrant 4 Quadrant 3

¢ Industrial Markets ¢ Creative Industries
(design, ads, fashion)
o Retail & Consumer Packaged

Goods o Startups and Scale-Ups
o Utilities * Media & Entertainment
Companies

* Medical Device Manufacturing
Low

e Automotive Parts
Manufacturer

Low High

B Some of the subsets within each industry can vary across the quadrants.

How knowledge and cognition intersect with EA




Following is a brief outline of what characterizes businesses in each quadrant. We'll consider
their typical business models, common types of applications and technologies they rely on,
and their approach to data.

Quadrant: 1 * Business . o
Enterprise architecture in this quadrant focuses on

creating dynamic and adaptive business models.
nowledge Value, Rapid responses to changing market conditions and
ition Value evolving knowledge landscapes are essential.
Businesses can pivot quickly, innovate, and stay at
the forefront of their industry. Businesses integrate
cognition and knowledge through tools like
cognitive design.

o Applications
Architectures here emphasize advanced analytics,
Al, and machine learning applications. These
technologies harness both knowledge and cognitive
abilities to predict trends, optimize processes, and
develop innovative products or services.

o Data
High-quality data is essential. Data governance
frameworks in this quadrant will ensure that
valuable knowledge is captured, curated, and
accessible. Data lakes and data warehouses store
vast amounts of structured and unstructured data,
allowing for deep insights.

e Technology
Cloud computing, high-performance computing,
and advanced networking technologies are vital.
The technology stack enables scalable and robust
computational capabilities needed for advanced
cognitive tasks.




Business:

Enterprise architecture here centers on
optimizing knowledge management processes.
It ensures that valuable expertise is efficiently
captured, shared, and applied to drive business
success and competitive advantage.

Applications:

Collaboration tools, content management
systems, and knowledge-sharing platforms are
critical. Applications in this quadrant support
efficient knowledge exchange and use across
the organization.

Data:

Emphasis is placed on knowledge repositories
and structured data management. Taxonomies
and metadata are used to categorize and
classify knowledge assets for easy retrieval.

Technology:

Robust intranets, content management
systems, and knowledge databases are
essential technologies. They enable employees
to access and contribute to the organization’s
knowledge base effectively.




e Business:
The architecture in this quadrant is designed for
fostering an innovative and agile business environment.
It promotes a culture of experimentation and creativity,
allowing for rapid ideation and problem-solving.

e Applications:
Agile development tools, rapid prototyping platforms,
and collaboration software are essential. These
technologies support creative thinking, collaboration,
and faster development cycles.

o Data:
Data analytics and real-time data processing are key.
The architecture supports the capture and analysis of
data related to customer behavior, market trends, and
emerging opportunities.

e Technology:
Cloud computing, DevOps practices, and agile
methodologies are fundamental. They facilitate the
rapid development, testing, and deployment of novel
solutions and support the dynamic nature of the
business.




Quadrant: 4 » Business: The architecture focuses on operational
efficiency, reliability, and scalability. It aims to
streamline processes, reduce costs, and ensure

Low Knowledge Val . ) ;
IR consistent delivery of products or services.

Cognition Value

« Applications: Enterprise resource planning (ERP)
systems, supply chain management, and process
automation tools play a crucial role. They enable
efficient and standardized operations.

, retail &

o Data: Structured data storage and transactional
databases are emphasized. The architecture
ensures data integrity and reliability for repeatable
business operations.

o Technology: Robust infrastructure, including
reliable servers and network systems, is critical. It
supports stable and scalable operations with a
focus on minimizing downtime and disruptions.

In each quadrant, enterprise architecture is tailored to the unique characteristics and
requirements of the industry and organization, aligning business, applications, data, and
technology to achieve specific objectives and competitive advantages.



Competitive
advantages when th
cost of knowledge
cognition Is near z

As shown above, companies across industries have
different approaches to how they integrate data
and technology resources to maximize business
value and optimize operations. Historically, tech
companies were at a considerable advantage in
terms of access to data and novel technologies, as
these were not as widely available as today -
which has significantly affected their cost.

With generative Al breaking this cost barrier, making knowledge and
cognition availability relatively similar across industries or quadrants,
companies can still maintain a competitive advantage by focusing on other
key factors. Let’s explore how companies in each quadrant can do this.
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c,o e Innovation and Research:

Even if the cost of knowledge and cognition is similar,
companies in this quadrant can invest in research and
development to stay ahead. Continuously exploring new

Quadrant: 1 technologies and knowledge domains can lead to

High Knowledge Value, breakthrough innovations.

High Cognition Value » Efficiency and Scalability:

Streamlining operations and improving efficiency can help
reduce overall costs. Companies can leverage their
cognitive capabilities to optimize processes and scale
their operations effectively.

Reference industries:
Major technology companies,
Al-centered organizations

o Customer Experience:
Providing exceptional customer experiences can be a
significant differentiator. Utilize cognitive technologies to
personalize offerings, improve customer support, and
anticipate customer needs.

o Expertise Development:

° @ Invest in the development of specialized knowledge

@ . within the workforce. Ensure that employees are
well-trained and have access to the latest trends

Quadrant: 2 and knowledge in the industry.

High Knowledge Value, e Customer-Centric Approach:

Low Cognition Value Focus on understanding customer needs more
deeply. Use knowledge bases to tailor products or

Reference industries: services to customer preferences, creating a strong

Law firms, publishing & media Competitive advantage.

companies, knowledge

consulting firms e Quality and Trust:

Emphasize quality and reliability in market offerings.
Build a reputation for trustworthiness and expertise,
which can set the company apart from competitors
with similar knowledge access.

when the cost of knowledge and cognition is near zero 12
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Quadrant: 3

High Cognition Value,
Low Knowledge Value

Reference industries:
Creative industries,
startups and scale-ups,
media & entertainment

Al
Quadrant: 4

Low Cognition Value,
Low Knowledge Value

Reference industries:

Industrial markets, retail &
consumer packaged goods,

utilities

¢ Innovation Culture:

Foster a culture of innovation and creativity.
Encourage employees to think freely, experiment, and
explore new ways of solving problems, even if the
knowledge base is limited.

Adaptive Technology:

Leverage advanced cognitive technologies to adapt
quickly to changing market conditions and emerging
opportunities. Use data analytics and real-time
insights to make agile decisions.

Agile Processes:

Implement agile methodologies and workflows to
respond rapidly to customer needs and market shifts.
Prioritize speed and adaptability as competitive
advantages.

Cost Leadership:

Focus on cost leadership by optimizing operations and
supply chains. Minimize overhead and operational costs
to offer competitive pricing.

Reliability and Consistency:

Maintain a strong reputation for reliability and
consistency in delivering products or services. This
reliability can build customer loyalty and trust.

Scalability and Efficiency:

Invest in technology and processes that allow for
efficient scaling of operations when needed. Ensure
that the business can adapt to changing demands
without significant disruptions.

In all quadrants, maintaining a competitive advantage requires a strategic focus on factors
beyond the cost of knowledge and cognition. It involves innovation, customer-centric
approaches, efficiency, and adaptability, depending on the unique characteristics and
competitive dynamics of each industry and company.

_ exist when the cost of knowledge and cognition is near zero
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How Enterprise
Architecture become
competitive advanta

For each industry quadrant, enterprise
unique set of needs relative to knowledge an _
Aligning data and cognition needs and resources with t =,
overall business strategy through an effective enterprise |
architecture can bring about considerable benefits. These
include, but are not limited to, increased efficiency, cost
reduction, improved agility, data-driven decisions, and better
customer experience. The section below will outline how
businesses gain competitive advantage from effective usage
of data and cognition and their judicious integration into the
overall enterprise architecture.
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Quadrant: 1 In industries where both knowledge and cognitive
abilities are highly valued, enterprise architecture can

High Knowledge Value, serve as a competitive advantage by optimizing the

High Cogpnition Value integration of specialized knowledge and advanced

Reference industries:
Major technology
companies, Al-centered
organizations

w,

\_/

cognitive processes.

Here’'s how:

Knowledge Integration:

Enterprise architecture in this quadrant can
facilitate the seamless integration of specialized
knowledge repositories, databases, and expert
systems. This enables faster access to critical
information, promoting informed decision-making
and innovation.

Cognitive Support:

Advanced analytics, machine learning, and artificial
intelligence can be integrated into the architecture
to enhance cognitive capabilities. This can include
predictive analytics, natural language processing,
and data-driven decision support systems,
enabling the organization to stay at the forefront of
its field.

Competitive Edge:

With a well-designed enterprise architecture,
organizations can adapt more swiftly to changing
knowledge. Having the right information at the right
time, especially in dynamic industries, accelerates
informed decisions and reduces bottlenecks.
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Quadrant: 2

High Knowledge Value,
Low Cognition Value

Reference industries:

Law firms, publishing &
media companies,
knowledge consulting firms

i

-~
\

@

In industries where knowledge is highly valuable but
advanced cognitive abilities are less critical, enterprise
architecture can serve as a competitive advantage by
prioritizing the efficient management and utilization of
specialized knowledge.

Here's how:

 Knowledge Management:
Enterprise architecture can focus on robust knowledge
management systems and practices. This involves
organizing, categorizing, and making knowledge easily
accessible to employees. Effective knowledge
management ensures that the organization can tap into
its expertise quickly and efficiently.

o Expertise Utilization:
By aligning the architecture with knowledge-sharing
platforms, collaborative tools, and expert networks,
organizations in this quadrant can harness the collective
intelligence of their workforce. This encourages
knowledge sharing and use, leading to better decision-
making and problem-solving.

 Innovation through Knowledge:
While cognitive demands may be lower here, innovative
solutions often emerge from the novel application of
existing knowledge in creative ways. Enterprise
architecture can facilitate knowledge-driven innovation
by creating environments where employees can
experiment, iterate, and adapt knowledge to solve new
challenges.
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Quadrant: 3 In industries where cognition is highly valued but specialized
knowledge is less critical, enterprise architecture can be a
competitive advantage by focusing on enhancing cognitive
capabilities and innovation.

Low Knowledge Value,
High Cognition Value

Reference industries:
Creative industries,
startups and scale-ups,
media & entertainment

Here's how:

o Cognitive Enhancement:
Enterprise architecture in this quadrant can prioritize

cognitive tools and technologies that enhance creativity,
problem-solving, and adaptability. This might include
collaborative platforms, rapid prototyping environments,

and agile development methodologies.

 Innovation Acceleration:
By streamlining processes and fostering a culture of
experimentation and learning, enterprise architecture can

enable organizations to quickly develop and iterate on

new ideas. This agility can lead to innovative products or
services that give them a competitive edge.

o Market Responsiveness:
With a well-designed architecture, organizations can

better analyze market trends and consumer behavior,
using cognitive tools like data analytics and predictive
modeling. This allows the business to respond to
changing customer preferences and market conditions
faster.




Quadrant: 4

Low Knowledge Value,
Low Cognition Value

Reference industries:
Industrial markets, retail
& consumer packaged
goods, utilities

In industries where highly specialized knowledge and
advanced cognitive abilities do not play a

significant role, enterprise architecture can provide a
competitive advantage by optimizing operational efficiency
and reliability.

Here’s how:

o Efficiency and Automation:
Enterprise architecture can focus on process and task
automation and optimization, reducing operational costs
and improving resource utilization. This results in more
competitive pricing and cost-effective operations.

 Reliability and Consistency:
A well-structured architecture ensures reliability and
consistency in delivering products or services. This
reliability can build customer trust and loyalty, setting the
organization apart from competitors.

o Scalability:
Even in industries with a lower volume of knowledge and
cognitive requirements, scalability can be crucial.
Enterprise architecture can ensure that the organization
can easily expand its operations when needed without
disruption or loss of quality.

It's important to note that the relevance and impact of enterprise architecture can vary within
industries and organizations. The specific design and implementation of enterprise
architecture should align with the unique characteristics and competitive dynamics of each

industry and company.
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The coming
disruptions

The potential for real disruption in industries is possi
when looking at how a company can move between these
quadrants. With the emergence of new technological
advances, there is an opportunity now for each type of
company to ask itself how it can more effectively challenge
its competitors by addressing how it approaches the
implementation of these technologies.
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Movement to an adjacent quadrant can be done via knowledge and cognition shifts.

Knowledge value
to the enterprise
(“Data”)

Cognition value
to the enterprise

High

Quadrant 2 Quadrant 1

o Law Major Technology Companies

o Publi centered Organizations
Com

o Medical Device Innovations

o Knowledge Consulting Firms

 Life Science Innovation

 Life Science Data Providers

e Telecom Innovation / core

e Telecom Compliangg /
Technical provi

Shift 4

Low

Quadrant 4 Quadrant 3

Creative Ing

e Media & Enf
Companies

Utilities

e Medical Dev

o Automotive PERES
Manufactureg

Low High




Shift 1:

Shift 2:

Shift 3:

Shift 4:

How to advance with knowledge and cognition

Quadrant 4 to Quadrant 2

 Increasing Knowledge. Shifts here involve creating

generative outputs when competitive information
or knowledge is not readily available.

Quadrant 4 to Quadrant 3

 Increasing Cognition. Shifts here involve cognitive design

approaches that look at the essential tasks and cognitive
jobs to be done, most often tying into closer customer or
employee augmentation while adjusting the value of the
company'’s products and value proposition. Generative Al
can have one of the most substantial impacts in the
disruption framework.

Quadrant 2 to Quadrant 1

» Adding cognition to existing knowledge expertise. These

will be the most disrupted businesses ahead due to the
ability to apply foundational models and generative Al to
highly competitive knowledge expertise. It is here that a
company can re-examine its core ways of doing business.

Quadrant 3 to Quadrant 1

Increasing data capture. Adding advanced or unique
knowledge/data allows for the proprietary creation of
foundational models. In healthcare, for example, patient
data repositories, like the Mayo Clinic or Healthcare
providers, can use their data to utilize publicly available
models to advance or create completely novel cognitive
functions (essentially, models-as-a-service becomes the
dominant paradigm for this shift).
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Conclusions

As the cost of knowledge and cognition continues to decrease, competitive
advantages will be more closely related to how a business is structured to
compete. Throughout all of the aforementioned industries and business
types, enterprise architectures will play an invaluable role, and inefficient
players will be at a major disadvantage in their markets.

In other words, companies that don’t have a clear view of the dynamics
between their business, applications, data, and technology risk falling behind
competitors that invest in the areas outlined previously. This can happen
within one’s quadrant, where competitors move to optimize their knowledge
and cognition, and also when making the shift to other quadrants and
attacking new business models.

The key questions to get started are:

1. Where is your current enterprise?

2. How ready are you at your current level of knowledge and cognition to
compete in the years ahead?

3. How can your current enterprise evolve to a “higher” quadrant to create a
greater competitive or disruptive advantage?

The era of Al has only just begun. Yet, we are already seeing its impact
across industries. Whether it’s assisting in medical diagnostics and
personalized healthcare, preventing financial frauds, enabling personalized
shopping experience and recommendations at scale, or allowing for
increasingly autonomous driving — it has already permeated every sphere of
our lives. The key to a successful integration of data and cognition in the
years to come is to foster effective collaboration between humans and Al. It's
hardly an “either-or” proposition. Successful human-Al cooperation requires
a fair amount of fine-tuning to make sure Al enhances rather than replaces
human talent.

Making shifts that involve not just changing established ways of working, but
sometimes completely rethinking your business, takes great courage and
determination. For companies that are struggling to get started, yet do not
want to risk falling behind, the best approach might be to find a reliable
technology partner that will help them take that leap.

Explore our services to see how HTEC evolves businesses across industries.
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